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1. unasy (Executive Summary)
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2. vannsuasvaia (Principles and Rationale)
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. AMUIIMENMIINALULAE:

Uadenneuen: Mswasty, nguangAuasestayadiuyana (PDPA), insuamalulad (Al,
Cloud, Hybrid Work)

Jadenielu: Mmatawwuusmgud, ANudeanisvamtny, Jamnnuainnisvia

Tutlagdu
. FnguszasAvasunu (Objectives): fvuaingUszasaidnauiasianald (SMART Goals)
Wesinauisaluns Deploy LLaﬂwﬁLﬂﬁusﬁu 50% $118 Docker
ianfinaumeulday (Availability) vesszuundnliils 99.509%
iWeannalunmsnmadulazmeuaussiefunnal (Mean Time to Respond) a4 70%
Wleai1sszuniATeteiseaiunsvihauLuy Hybrid Work Téegadiuguiuy

3. m’iaLﬂiﬁzwﬁﬂiﬂﬁ%’ﬁﬂﬁug’luﬂ%qﬁ’u (As-Is: Current State Analysis)

3.1 53UUA39918 (Network Infrastructure)

3.2 W@snaiuazauddoya (Servers & Data Center)

3.3 52UuUAa120 (Cloud Services)

3.4 pauiamasiazaunsalfldenu (End-User Computing)
3.5 szuuanuUasnfe (Security Infrastructure)

3.6 FanALIsuazuaUNALATY (Software & Applications)



4. aartnenssudvunglusuinn (To-Be: Target Architecture)
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(Futignuiuusmnuwmealulagininnnsey)
. 4.1 53UUAIa918 (Network Infrastructure):

Switches: Wagugunsal Core Switch wa Distribution Switch {uguisaasuams?
10GbE - 40 10GbE ileandayvnanuiivesasstieuaranmudevesgunsalliud

NUADIENTLEY

Wireless: 8Uinsnaunsal Access Point ianuaidusnnsgiu Wi-Fi 6/6E tioseeiu

gunsalduIMINNLAT AR
» 4.2\ Fnesuazauddeya (Servers & Data Center):

Containerization: Usuilaguan1Unenssunanainnisid Virtual Machine (VM)
wuuLiy lUd Docker Container uuipsaswiivneyalyl wiatinannusilunmsimuas
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FARY (CI/CD), anMThNSNeINg wazusmsannishadneay

Legacy System: dwsuszuuiifildanunsadnelu Docker l agvinisuseiluiiodne
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Fupams (Cloud Migration) wieastiuu VM wihitdndu
. 4.3 szuuaulasnne (Security Infrastructure):

Perimeter Security: 011 Next-Generation Firewall (NGFW) #iflaanaanansalu
msdmunweundindy, Jestunisyngn (IPS) uarnseuiloniiu wazanAdnudesann

gunsallfuIuneIENsIdau

Endpoint Security: 115¢UU Endpoint Detection and Response (EDR) w1ldfiu
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LATDIABUTILADTUALITINIDT WBNTIVTY, A0V WALADUAUDIMBAEANATLTUEY

Talanunsatesnulaene Antivirus 91ald

Security Posture: UsAUlY Multi-Factor Authentication (MFA) waglauwinig Zero

Trust TumsiinfessuvansaumanIuaiunsdinusnsheuiunes



Physical Security (CCTV): Usulgsszuunaasisastaduiuy IP Camera #iflaa
avldunge aunsnuImsInniskasihsefslanadiunans Weiiuanudasndens
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- 4.4 pauimasuazrgunsalfldanu (End-User Computing):
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5. WNUNTANEUIIUY (Implementation Roadmap)

UFulsslassnisiaenadasivanUnenssudvuneg)
sezil 1: a31991nguAulasnienaziAzatne (0-12 haw)

1. InuuazAnAs NGFW + EDR
\Waeu Firewall 1y wazfingis Agent EDR YA

rhgmalulagansaundl agseninedndge

2. 3Uin3n Core Switch |
\Wagw Core Switch U 10GbE waruumasn VLAN
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3. 9Uwnse Wi-Fi (Phase 1)
Aama AP Wi-Fi 6 Tuuiivnuiuyy
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4. InA9 Docker Host Cluster

INN AT DU LA AARILNAANDSU Docker
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5. USuUgeszuundaeieasia (CCTV) |
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IAMAzANRAIIZUU CCTV TMinannuszuuLiy |
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szaeh 2: nsuFulasuganidnenssuln (12-24 o)

5. lasen1séneuaundiadiug Docker |
Sudenaunaatu In-house 910 VM TUE Container @59y

u System/Dev ludawmalulagansauna

6. 9Uinsn Wi-Fi (Phase 2)
YeneMsRnga AP Wi-Fi 6 Tiasaunqy

UNEANMARUNT UAnw [WURs iU ESaau
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7. Y81LNISANAY EDR NI09ANT
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AR Agent EDR vugunsaliwidewazusugu Policy
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iy Security @elaiiuy
S2aTN 3: NSNUSTANTAINLAZUINNTSY (24-36 LADL)

8.9A¥1352UU Centralized Log & SIEM 57U353% Log Lif 871A1gY LarAsI19dudgAnAy

Security wgede witsgwa usanusnd asesasidos Wudaniiuvam wiadu

Y

9. 11 CI/CD Pipeline w114
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@519 Automation @usunsNaaaULaLRARILaUUL Docker
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6. A28 IAANENSY (Success Metrics / KPIs)
6.1 AMUN15ALEUIU (Operational KPIs)

o System Uptime: Anunouldeuuasssuuuinswan (W ssuuviesayasnlud®, viuled)
AaslaAInI1 99.50%
« Application Deployment Time: anszagiiantun1sanasuazsuinnlaundintuas 50%

a9ty Docker p8194ANFUKUY



o Infrastructure-related Incidents: 31uudgyyNAnaNlAsEseiugIu (WU WeseUeay,

FSRIMYAYINAI) anas 30%
6.2 aruauUasnny (Security KPIs)

« Mean Time to Respond (MTTR): anszeziianadslunsnsinduuasnevaussefonnay
nsleiuasas 70%

« Critical Security Incidents: S1uaumnnsalsunIaonsosedUIngs (Hu Teyasalva,
Ransomware) éfaﬂlfflu@uﬁ

« MFA Adoption Rate: 8051n15:Unl4391% Multi-Factor Authentication dwsuupainsuay
syuudAtysoady 100%

«  Vulnerability Patching Time: anszaznatadslunissummunadanulasndedmsudedin

sEAUIngelivae iy 7 Ju
6.3 AUN13{U (Financial KPIs)

o Cost Savings: @nunsauandbiiiiufenisussndaenldanasunisungesne (Maintenance)

gunsainlaagatios 15% sied
6.4 AU l¥aunazuInig (User & Service KPIs)

e User Satisfaction Score: AziuuAufisnalavasyAaINsuazE IUSN1saUsEanEnMYes
JEUU IT (10U ALE2 Wi-Fi, ANuladesuesszu) #eeunnnan 8/10 91nnsa1sia
« Network Performance: aAnauisilunisidauniednglians (Wi-Fi Speed Test) Tufiun

TusnsdediAaiiegendi 300 Mbps

https://www.lib.ku.ac.th/api/it_plan.html



